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Network & Security Administrator
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| am eager to work in IT Industry and passionate about working in Network and
Security field. | adept at Network, security, Bug Fixing, Monitoring and have about
five years of experience work in IT industry with Team Work spirit and | deeply
Eager to learn and expand my knowledge. | also seek to milestone opportunity to
pursue my career. because IT Industry is constantly changing and it's necessary to
update and increase your knowledge.
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IT expert
190 g0, U IWAF 4o, ,0.% | Ayandegan Company

Sales and management of computer systems hardware

IT and database expert
155 B 190 euingud)l | Kara Raad Niroo Technical and Engineering Company
ot b4

Main Responsibilities:
* Record power grid information and update information with ArcGIS software

* Database management and updates with Sql Server
* Record and store data with GPS device

(Network expert(passive
IF9A yg0 U 1WAA )90 | Zahedan Municipality

Main Responsibilities:
* Implement and Support LAN and WAN Networks Infrastructure

* Implement, Operate and Support Network Devices; e.g. Switches, Routers
and etc

* Deployment of racks and network equipment (switches, SFP modules, ...)

* Setting up radio communications between departments(Headquarter and
branches)

Network expert
1WA g0, U 1WAA 5 | General Directorate of School Renovation

My Tasks and Responsibilities:
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* Implement and Support LAN and WAN Networks Infrastructure

* Implement, Operate and Support Network Devices; e.g. Switches, Routers
and etc

* Passive updated design
* Drawing of physical network layout with Visio

Senior Network Administrator
o0 ;3T 5 1™AA y90 | Health Insurance Organization

| worked in Health Insurance Organization as Network administrator and
helpdesk for two years. | was responsible for supporting, troubleshooting and SV :gs Jluw
installing Microsoft services (WSUS, Active Directory, DNS, DHCP. NAP) and
also virtual machines, physical servers(HP), firewalls(Cisco ASA, Pfsense),
accounting(Kerio), Remote Desktop Software(TS Plus) and Configure and
maintenance Cisco Network Devices based on Security Standards(CIA
Security Principles), (Cisco 2960, 3750, 3850, 2921, 2911 and ASA 5510,
5506), along with Antivirus(Kasper & Padvish) Console and troubleshooting
and managing the softwares of the provincial health insurance organization.

| was also responsible for supporting and managing the health insurance
systems of Chabahar and Konarak cities. solving the problems of computer
systems and troubleshooting softwares and system problems of Chabahar
and Konarak cities.

Bleo 6L Cusidg

S0 ol Cusisg

Main Responsibilities:
* Troubleshooting network devices
* configure of Active Directory and Domain Controller

*Problem Solving, Investigating Ideas and Solutions to eliminate single point
of failure in data center communications to reduce down time.

* Configure and Setting up Group Policy to Configure Domain Member
Clientes

* || 24 Hours oncall for possible problems.

* Creating network infrastructure for Teleworking during the COVID-19
pandemic and beyond for staffs

* Upgrading virtual server operating systems
* Setting and Updating network telephone (Cisco. Yealink. fanvil)
* Configure DMVPN Between Chabahar, Konarak and Zahedan

* Install and Sitting up NAP(Network Access Control) and Configure 802.1x
Port Authentication on a Cisco Switches.
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* Configure of WSUS Service in order to provide updates to network clients
* Configure ( Kiwi Syslog Server) to analyze network hardware events
* (Primary.Secondary)Configure of of DNS

* Configure of SolarWinds monitoring under the supervision of the central
organization

* Activation of SNMP protocol on all Cisco Devices(Switch. Router and
Firewall) and physical servers(HP) mikrotik. Accounting(kerio control) and
virtual servers to manage and monitor network equipments

* |LO Configuration on HP ProLiant servers to monitor key subsystems

* Manage and Updating the Antivirus of the General Administration and its
affiliated departments through the Management console(Kaspersky)

* Configure of Vcenter

* Document and communicate on cases from inception to resolution,
including root cause analysis

* Design, Operate and Support Network Security Plans for LAN/WAN Network
Environments

* Configuration and monitoring Cisco Devices of province townships
(Switches ,Routers, ASA )

* Troubleshooting computer systems. Network of medical centers (clinics and
hospitals) under the supervision of the organization

* RAID Configuration in HP Servers

* Upgrading 10S on All Switches and Routers (2960 & 3750 & 2811 & 2821
and etc)

* Setting up Domain Controller PDC & BDC

* Cabling Installation with Keystone Patch Panel in Rack of Provincial
cities(Chabahar, Konarak)

* Configure and Sitting up Veeam Backup and Veeam One in order to protect
and back up from Virtual Machines and Monitor both of physical Devices and

Virtual Machines

*Establishing communication and setting up a secure tunnel(DMVPN Over
IPSEC) between the central office and all the Branches in province..

Nerwork and Security Expert
1¥o) pago G199 )3T | ZGS Company
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zandgostar.ir
Afta certification in the field of Support and provide network services and
Hardening in the province Level

Zand Gostar Company is located in Science and Technology Park of sistan
and Baluchistan province. This company is active in the field of Network
Security and providing services in computer networks. We have SIEM and
MSSP Sections which work separately. We here work with more than twinty
organizations at the provincial level.Troubleshouting and configure of
Network devices, including Mikrotik, Nano Station, Cisco switches and routers,
WAN Device Modules(hwic, T1&E1, Vwic & pvdm) as well as Microsoft
services(Active Directory, DNS, DHCP, WSUS, WDS and etc), UTM's and
Firewalls such as Cisco ASA, FortiGate, PfSense, Kerio Control, Voip(FreePBX,
Elastix, kerio operator, Cisco CME) & System phones are a part of my job. |
also have experience with Physical Servers like HP, HP MSA SAN and Dell, i
DELL EMC SAN Configure of HyperV, Esxi, Vcenter, Vsphere Replication and 20 ifol cusidy
Proxmox alongside Backup Systems such as Vaeem and Veritas Backup Exec
and working with Next Cloud, Netbox and Privileged Access
Management(PAM)
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B Responding and providing 24-hours service to customers

W assessment of equipment to improve the data center and prepare a list of
parts.

M Investigate different solutions to eliminate single point of failure in data
center communications to reduce down time and implement.

W Providing Applicable solutions for HA (HSRP, VRRP, GLBP, VMotion, DRS,
Failover Clustering, NLB Clustering), Also improving the security of the
infrastructure in line with the higher SLA for better service to the
organizations contracting the company.

W Provide solutions to increase the security of organizational
communications in the context of Lan and Wan such as Hardening, Forensic
investigation through all 1oC evidence, configuration Of IPSec, Multipoint
GRE(DMVPN) over IPSec, FlexVPN , IPS & IDS, SIEM, WAF, Private Vlan, NAP
Server and etc.

W Admin of the network of the Ostandari organization, the largest computer
network in southeastern of Iran

Admin of Dolat Network(Ostandari) and all the troubleshooting and
configuration of System and Devices for enterprise communications.

Information Technology Security Administrator
Yl> 1P (10399 | -

Servecing and Providing technologies and solutions for mission and business
critical communications, as well as systems and platforms for constantly
monitoring and responding to both physical and cyber threats.
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CCNA Routing and Switching 200-125
179V 5179V | Science and Technology Park

The objects were according to Cisco headlines.

First, the scenarios were practiced in the laboratory with the Packet Tracer
software, and then at the end of the course, the trainees were tested in real
environments and real devices.

M20410(Installing and Configuring Windows Server 2012 R2)
1WA U 1WA | Science and Technology Park

M20411(Administering Windows Server 2012 R2) WSV g5 Jlw
199 51799 | Science and Technology Park Blszo :55byw Cusisg
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PfSense Firewall
1Foo 15 1100 | Amn Pardazan Kavir

Amn Pardazan is the company which Provides Apk Gate firewall and
hardware and software support. This course was held for the provincial
representatives of Amn Pardazan Company.

Attack and Log analysis with SIEM
1ol 5 10} | Science and Technology Park

The course lasted one month and was held by the company.

The course, for the most part, had Security concept and mainly focused on
particular aspect of analyze of logs(ELK Stack), Flow Controls, how to
optimize throughput of Network Environment and being able to finding bugs
throughout Network.

NSE 4 FortiGate
\¥o) U 1) | TOSINSO

NSE 4 identifies the ability to configure, install, and manage the day-to-day
configuration, monitoring, and operation of a FortiGate device to support
specific corporate network security policies.

(o) S) IT Engineering
1WA 15 1WAQ | University of Sistan & Baluchestan

(3tiyl by lS) IT Management
1W9A G 1wag | Azad University
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. Wordpress . Monitoring . Server manager . Network Administration
mcsa . HPserver . CEH . MTCNA . KaliLinux . Security+ . CCNA
. ccnasecurity . LPICT . Virtualization . FindBugs . System Analyst
. vCenter . citrix desktop . Tsplus . Antivirus Server . Firwall Kerio
IPSEC . Dot1X . +network . CCNP . nmap . metaspilot . RADIUS
. VeeamBackup . vSphere . PFSence . Fortinet . VOIP . DMVPN
FreePBX . EIGRP OSPF . Routing . Splunk . siem . ZABBIX . prtg
. Spooler . WAF . Proxmox . ASACisco . APKGate . FortiGate
DELL EMC . HP MSA SAN . netbox . kerio operator . Cisco Unified CME
PI-HOLE . Radio Mikrotik . VeeamOne

hardening . DMVPN | NHRP | FlexVPN | IPsec
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