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System and Network Administrator
1o 515,35 15199 (65 | ol Sl (5,9L8 aswgs
Network maintenance in two sites (Tebyan colocation, Omid Group office)
Configure, maintenance and optimize Fortinet Devices (FG-100E,500E, WAF-
400E, FAZ-400E)
Design and implementation SAN storage network in Tebyan colocation
Install and configure Dell EMC Unity XT 480 and Brocade DS_6610B SAN
switch
Re-design LAN network and add core switches (Cisco 3850)
Install and configure new HPE ProLiant DL380 Gen10 Plus in Tebyan
colocation
Design and implementation SAN storage network in Omid office
Install and configure HPE MSA 2060 and Brocade DS_300B SAN switch
Design and implementation Kubernetes Cluster for deploying some internal
services such as Jira, Confluence, Elastic, ...
Maintenance and upgrade VMware ESXi and vCenter
Design and implementation OpenVPN Server for Remote Access
Configure, maintenance and optimize MS Exchange 2019
Setup and install Kaspersky security center
Design and implementation Backup plan for VMs on Veeam Backup
Audit and maintenance DC, DNS, DHCP, WDS, GPO in the domain
Configure, maintenance and optimize Unifi access points

System and Network Administrator
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Network maintenance in four sites (Afranet and Tohid colocation, Hamrahvas
office, and Mobtaker office)

Installation and configuration of new equipment

Maintenance, Configure & Optimize UTM Sophos SG 430 (NAT, Firewall Rule,
VPN, Email Protection,

WAF, IPS, ..)

Upgrading and Configuration Sophos SG to XG

Upgraded all Esxi host and vCenter to the latest version

Implementation and Configuration vCenter (VDS, DRS, vMotion, ...)
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Audit and maintenance cisco switch (VLAN, Port Security, VTP, Etherchannel,

)

Audit and maintenance HPE Servers, Storage \
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Design and implementation Backup Plan for VM on Veeam backup.
Installation and Configuration monitoring software (vROPS, Veeam ONE,
PRTG, cisco prime)

Setup and Installation Kaspersky security center

Audit and maintenance DC, DNS, DHCP, WDS, CA, GPO in domain.
Installation and Configuration ManageEngine EventLog Analyzer
Maintenance and troubleshooting access point

Network Administrator
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Installation and configuration of new equipment 1033 bl gl sy

Upgraded all Esxi host and vCenter to the latest version

Implementation and Configuration vCenter (VDS, DRS, vMotion)

Design and implementation Backup Plan for VM on Veeam backup.

Install & Configuration & Optimizing Kerio Control and Implementation and
Configuration VPN between branches

Installation and configuration DC, DNS, DHCP, WDS, CA

Implementation and configuration File sharing

Implementation and configuration VOIP with FreePBX and Elastix
Installation and configuration Sangoma VOIP gateway and Yealink IP phone
Setup and Installation Kaspersky security center

Audit and maintenance HPE Servers

Maintenance and troubleshooting access point
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Network Expert
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Installation and configuration of new equipment
Audit and maintenance DC, DNS, DHCP, WDS, CA, GPO in domain.
Audit and maintenance access points
Setup and configuration new systems for users (PC, Laptop)
Troubleshooting operating systems and other software for users needed.
Repair the faulty devices (PC, Laptop, Printer, Scanner)

NOC Expert
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Audit and maintenance DC, DNS, DHCP, WDS, CA, GPO in the domain.
Setup and configuration new systems for users (PC, Laptop)
Troubleshooting operating systems and other software for users needed.
Maintenance and troubleshooting access point
Monitoring any services with VCOPS, PRTG, OpManager
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VMware VCP 6.0
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CCNP Switch
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DNS . Elastix . FreePBX . Asterisk . Hyper-V . VMware Esxi
bind . Apache . Nginx . Veeam Backup . DHCP . active directory
Mikrotik . prtg . MySQL . MS SQL Server . Kerio Control . Postfix

HPE . FortiGate . Sophos UTM . syslog . CCNA Routing and Switching
. Gitlab Cl . git . Docker . kubernetes . Veeam One . HPE OneView
. ZABBIX . Alertmanager . Grafana . Prometheus . Elasti Stack
Bashscript
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